
 

 

 

 
 

Article - Agile Leadership in the Digital Era 
By Mohd Afzanizam Mohd  Bad rin  

 

The velocity of emerging changes, shaped by 

the diffusion of digital technologies, has 

altered public behaviours and expectations. 

Digital is key to addressing the wants and 

needs of current and future digital native 

societies, who will represent half of Asia’s 

population by 2020 up from one-third today1. 

These forceful changes require adaptive 

ingenuity and the need to transform to sustain 

relevancy. While making use of digital 

technology to improve organisational 

processes and service delivery to be more 

efficient may increase profit margins, it 

remains a short-term measure as true digital 

transformation can confer lasting advantage 

                                                 
1 Sheng, A. (2015) Great Technology Transformation Comes to Asia. Asia News Network. Accessed on 14 October 2016. 

http://www.asianewsnet.net/Great-technology-transformationcomes-to-Asia-77690.html. 
2 Niessing, J. (2016) Successful Digital Transformation Starts with the Customer. INSEAD. Accessed 14 October 2016. 

http://knowledge.insead.edu/customers/successful-digital-transformation-starts-with-the-customer-4498#8P10WAAMwX614H4v.99 

by revolutionising the entire customer 

experience across all digital touchpoints2. 

The dynamic changes in operation 

landscape were greatly influenced by the 

modernisation of public service delivery that 

leveraged on digital technologies. Digital 

advances have made the management of 

public services more effective, reaching to a 

wider spectrum of stakeholders. Digital 

technologies have also revolutionised how 

public perceives value. As public services 

transform, leadership must do so as well. 

Strong digital leadership will shape the growth 
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agenda3, and the role of the digital leaders 

will become increasingly pivotal. Ali (2007:132) 

underlined the importance of leadership in 

public sector reform stating that “leadership 

will continue to be the challenge of the 

future4.” Leadership is critical to good public 

governance, including good planning, 

efficiency, transparency, and accountability. 

To that end, an effective leadership is a 

critical component of good public 

governance (OECD, 2004)5. It is an important 

variable that leads to enhanced 

management capacity and performance in 

public sector organisations.  

In its report entitled The hidden talent, PWC 

studied the transformational challenges 

facing leaders6, outlining five typical 

challenges that require some form of 

transformation within an organisation, 

namely: major cuts, stalled growth, shift to 

global functions, forward-thinking, and 

disruptive technology. The challenge for 

leaders in a digital environment is how to 

encourage the organisation to take forward 

steps and how to ensure the organisation 

focuses on its purpose and its message 

without being distracted by every new 

                                                 
3 Manish Bahl (2015) Asia Rising: Digital Driving. Cognizant’s Center for the Future of Work. Accessed on 14 October 2016. 

https://www.cognizant.com/InsightsWhitepapers/asia-rising-digital-driving-codex1403.pdf 
4 Ali, T. (2007). The Role of Public Sector Leadership in Fostering Socio‐Economic and Political Development. In Excellence and Leadership 

in the Public Sector: The Role of Education and Training. New York: United Nations, pp. 131‐141. 
5 OECD (2004). Public Governance and the Role of the State. Paris: OECD. 
6 PWC (2015). The hidden talent: Ten ways to identify and retain transformational leaders. 
7 Ibid [6] 
8 Andersson, L. (2016) Leaders in Digital Merge the Physical and the Virtual. INSEAD. Accessed 14 October 2016. 

http://knowledge.insead.edu/blog/insead-blog/leaders-in-digital-merge-the-physical-and-the-virtual-4908#8tmgqzAsWi3dkfge.99  

technology. The report also reveals that “the 

democratisation of information has 

contributed to the erosion of deference, 

making it much harder for leaders to simply 

lead when their stakeholders are also 

demanding for more information”7.  

Digital leadership puts emphasis on recent 

innovations, such as connectivity, open-

source technology, and personalisation. This 

represents a dramatic shift from how public 

services have been run and structured for 

over a century. The emerging operations 

environment now demands a new set of 

leadership skills, which require traditional 

leadership competencies to be realigned 

towards the future. In the context given by the 

above environment, this requires real 

assistance from extended leadership styles. 

Leaders who adopt a broad-minded 

approach to reality will find that the approach 

expands their ability to innovate; become 

more relevant; better serve their customers; 

cut costs; grow and increase in value8. 

Today, it is imperative that public service 

leaders also grasp the strategic possibilities of 

these new technologies in transforming public 

service. The creation of the leader’s symbiotic 

http://knowledge.insead.edu/blog/insead-blog/leaders-in-digital-merge-the-physical-and-the-virtual-4908#8tmgqzAsWi3dkfge.99
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relationship with technology seems important 

in this sense, yet most research has found that 

leaders personally have less technological 

knowledge than what they require to be 

successful in their jobs. 

Challenges in Digital Environment 

Citizens’ demands are increasing with the 

need for faster response time, expecting total 

transparency and opening public scrutiny. 

This forces the public sector to revisit the 

current service delivery and think of 

innovative and transformative ways. Speed, 

fitness, flexibility, agility are words frequently 

used to describe world-class public 

organisations. The 21st century also brought a 

frenzy of innovation, driven by the continuing 

digital revolution towards modern 

government. Digital technology offers 

creation of a livelier environment and 

changed the way public service operates 

and interact. 

Working in collaboration, managing conflict 

and innovation, diversity and digitalisation 

were some of the areas discussed in relation 

to modern public service. This is derived with 

the aspiration to enhance public service with 

citizens at the centre and to humanise 

services rendered. The advancement of ICT 

and rise of social medias embraced by digital 

society has heralded the dawn of a new 

                                                 
9 MAMPU (2016). Malaysia releases digital government plan for 2020. Accessed on 12 October 2016. 

http://www.mampu.gov.my/images/pemantauan-media/tahun_2016/Mac-10--Govinsider1.pdf  

digital era in public sector. The evolution 

started since the 19th century, where the 

industrial age saw local organisations with 

paper-based administration driving social and 

economic progress. In the second half of the 

20th century, in tandem with the development 

of information age, governments started to 

embrace electronic platforms through e-

government in pursuit of standardisation. 

Today, with several transformations in 

digitising public services, an era of transition 

away from 'traditional' paper-based 

transaction models, towards online is realised. 

This has brought a wealth of benefits, such as 

enabling citizens to interact with government 

online, increasing inclusiveness, narrowing 

inequality by addressing digital gaps, and 

improving operational efficiency. 

Along with the National Transformation 

Agenda, Malaysia has created a new digital 

government strategy, looking to transform 

public service delivery by 2020. The Malaysian 

Administrative Modernisation and 

Management Planning Unit (MAMPU) 

outlined key goals in digital, data, cloud, and 

cyber security in the Public Sector ICT 

Strategic Plan 2016-20209. Efforts will be 

continued to enhance the delivery of public 

services through Digital Government initiatives 

as planned in the Eleventh Malaysia Plan in 

http://www.mampu.gov.my/images/pemantauan-media/tahun_2016/Mac-10--Govinsider1.pdf
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making public service less bureaucratic and 

hierarchical; less centralised, and more 

accessible, efficient, and effective for the 

citizen10. 

In understanding the landscape of the digital 

development in Malaysia, most device 

ownership remain strongly skewed towards 

smartphones. Statistics showed that nearly 

14% of mobile consumers still use a feature 

phone and 12% use a connected wearable, 

with social media ranked as very important in 

Malaysia across most use cases, followed by 

video ads and app notifications, indicating 

that Malaysian consumers prefer using apps 

to connect and engage with products and 

services11.  While technology is one of the 

primary drivers of change, it is change itself 

that is the higher priority for leaders, as 

suggested by the Leadership Development 

Survey 2005. In a world where interactions are 

often mediated by information networks, 

leaders need to establish ways of making 

positive impressions via new technologies 

(Zigurs, 2003)12. Digital’s speed requires 

leaders and managers to develop much 

                                                 
10 EPU (2015). Eleventh Malaysian Plan. Chapter 9: Transforming public service for productivity. Accessed on 12 October 2016. 

http://rmk11.epu.gov.my/book/eng/Chapter-9/Chapter%209.pdf  
11 IDC (2016). A Channel, Device and Content Preference Study. In Digital Consumer View 2016 (Asia): International Data Corporation 

(IDC). pp. 16‐17. 
12 Zigurs, I. (2003). Leadership in Virtual Teams: Oxymoron or Opportunity? In Organizational Dynamics, 31(4), pp. 339-351 
13 McKinsey&Company (2016). Transforming operations management for a digital world. Assessed 7 October 2016. 

http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/transforming-operations-management-for-a-digital-

world?cid=other-soc-lkn-mip-mck-oth-1610&kui=DLpzcTN12L6PoCNbrjmCQQ  
14 McKinsey&Company (2015). What ‘digital’ really means. Accessed 7 October 2016. http://www.mckinsey.com/industries/high-

tech/our-insights/what-digital-really-means  
15 Harvard Business Review (2015). Driving Digital Transformation: New Skills for Leaders, New Role for The CIO. Accessed 7 October 

2016. https://www.polyu.edu.hk/iaee/files/Business_Harvard_Review_RedHatReportMay2015.pdf  

stronger day-to-day skills in working with their 

teams13. 

To further understand the digitisation 

challenge facing leaders today, McKinsey 

conducted an in-depth diagnostic survey of 

150 companies around the world which 

suggests that leaders must have a common 

understanding of what does ‘digital’ mean to 

them, in order to coherently develop an 

organisation’s digital strategies that could 

drive a high-performance organisation14. Yet, 

it was found that most organisations faced 

difficulties to get their digital strategy right. In 

the Harvard Business Review’s Analytic 

Services Report published in 2015, digital 

leadership, new skills, and the role of Chief 

Information Officer (CIO) in driving digital 

transformation was explored15. Findings from 

this global survey shows that huge gaps exist 

between what is needed versus the current 

state. The digital leader has set high priority in 

digital knowledge. However, in terms of digital 

skills, it is relatively lacking. A similar issue was 

raised from surveys conducted by Deloitte – 

which stated only 30 percent said leaders has 

sufficient skills to execute digital strategy and 

http://rmk11.epu.gov.my/book/eng/Chapter-9/Chapter%209.pdf
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/transforming-operations-management-for-a-digital-world?cid=other-soc-lkn-mip-mck-oth-1610&kui=DLpzcTN12L6PoCNbrjmCQQ
http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/transforming-operations-management-for-a-digital-world?cid=other-soc-lkn-mip-mck-oth-1610&kui=DLpzcTN12L6PoCNbrjmCQQ
http://www.mckinsey.com/industries/high-tech/our-insights/what-digital-really-means
http://www.mckinsey.com/industries/high-tech/our-insights/what-digital-really-means
https://www.polyu.edu.hk/iaee/files/Business_Harvard_Review_RedHatReportMay2015.pdf
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have confidence in the organisation’s 

readiness to respond to digital environment16. 

Understanding what is required of leaders to 

survive and thrive in a digital, diverse, 

complex, and uncertain environment could 

help to increase leadership effectiveness in an 

agile environment.  

Agile Development 

The Fourth Industrial Revolution continues to 

revolutionise the world, particularly in public 

service. If it is not well managed, it has the 

potential to generate serious political, 

economic, and social upheavals17 in ways 

that are unpredictable. Currently, the public 

sector is struggling to keep up in an 

increasingly fast-paced, mobile-first culture, 

with customers expecting fast, seamless, and 

secure interactions. For example, a study by 

Nick Utton and Piers Fawkes in The Digital 

Transformation Playbook: Unleashing 

Exponential Growth in The New Economy, 

found the need for organisations in adopting 

continuous development cycles that inspires 

incremental improvements, and balances 

speed with quality, thus ensuring greater 

agility18. 

                                                 
16 Deloitte (2015). The ascent of digital. Understanding and accelerating the public sector’s evolution. 
17 Ian Roberge, I. (2016) The Fourth Industrial Revolution and the Government of the Future: Taking Stock of the Big Picture. Department 

of Political Science, Glendon College, York University 
18 Utton, N. and Fawkes, P. (2016) The Digital Transformation Playbook: Unleashing Exponential Growth in The New Economy, BMC & PSFK 
19 Pierre Nanterme (2016) Key attributes of the digital leader. Accessed 12 October 2016. https://www.linkedin.com/pulse/key-attributes-

digital-leader-pierre-nanterme  
20 Kets de Vries, M. (2016) Evolving Leadership in the Digital Age. The European Business Review. Accessed 14 October 2016. 

http://www.europeanbusinessreview.com/evolving-leadership-in-the-digital-age/ 

Digital transformation requires agile 

development as digitisation keeps evolving, 

along with the rise of big data. In achieving 

the potential of digital transformation, public 

leaders are required to renew and expand 

their skills. Pierre Nanterme, Chairman and 

CEO of Accenture outlined seven key 

attributes that matters most for leaders in a 

fast-changing, digital world, namely digital 

visionary, smart risk taker, confident captain, 

agile achiever, curious intellectual, natural 

collaborator and global strategist, local 

expert.19 To become more effective and 

reflective leaders, executives need to learn to 

improve their behavioural reactions to difficult 

situations and develop greater emotional 

intelligence.20 In this sense, effective leaders 

must be emotionally agile and able to deal 

with unpleasantness without taking it 

personally. Therefore, it is important to build 

resilience and avoid negative impact in 

facing public scrutiny, and in managing 

criticism and conflict. 

In retrospect, the Malaysian public sector had 

achieved a paradigm in improving 

management and public service delivery 

through the launching of the ‘Excellent Work 

Culture Movement’ back in 1989. Since then, 

https://www.linkedin.com/pulse/key-attributes-digital-leader-pierre-nanterme
https://www.linkedin.com/pulse/key-attributes-digital-leader-pierre-nanterme
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the public service has greatly focused on a 

learning organisation concept in 

implementing development programmes21. 

Almost 30 years on, the Chief Secretary to the 

Government (KSN) at the Razak School of 

Government KSN Annual Lecture expressed 

the need to re-evaluate organisational 

composition, which includes people and 

component agencies, to be leaner, more 

agile, networked, and performance-driven22. 

The Malaysian public service as a learning 

organisation with a transformation agenda 

must find it as a prerequisite for public service 

leaders to be more flexible, thus able to know 

how to work with agility.  

The concept of learning agility can be traced 

back to a series of 1980s studies conducted by 

the Center for Creative Leadership in 

partnership with several corporations. 

Learning agility means “energetically seeks 

information and new ideas from a variety of 

sources; consistently looks for novel ways to 

solve problems and masters unfamiliar and 

complex information, roles, and situations 

quickly and effectively23.” It also refers to the 

ability to be flexible, responsive, adaptable, 

                                                 
21 Mohd Yusoff, M. S. The Public Service as A Learning Organization: The Malaysian Experience. International Review of Administrative 

Sciences. Accessed 14 October 2016. http://unpan1.un.org/intradoc/groups/public/documents/APCITY/UNPAN025530.pdf 
22 Razak School of Government (2016). KSN Annual Lecture “Merakyatkan Perkhidmatan Awam: Prioritising The People” Delivered by 

Tan Sri Dr. Ali Bin Hamsa Chief Secretary to The Government on 7th April 2016 at National Institute of Public Administration (INTAN) Sarawak 

Campus, Kota Samarahan, Sarawak 
23 National University of Ireland (2011). Leadership in the Irish Civil Service A 360° Review of Senior Management Capability. Ireland 
24 Joiner, B. and Josephs, S. (2006), “Leadership agility”, The OD Practitioner, Vol. 38 No. 3, pp. 35-42 
25 Kenneth P. De Meuse, Karunaratne B. and Alexander, A. (2012) The federal agility fix: Developing the next generation of leaders. 

Adding learning agility to the federal government’s talent 

management systems will provide more ready-to-thrive leaders. The Korn/Ferry Institute 
26 Horney, N., Pasmore, B. and O’Shea, T. (2010). Leadership Agility: A business imperative for a VUCA world. Vol. 33 No. 4, pp. 32-38 

and showing initiative during times of 

uncertainty and change24. Among the 

benefits of applying learning agility include 

accelerated leadership development25. Agile 

leaders manage perpetual motion by reading 

the new realities of a situation and quickly 

shifting their attention, perspective, and 

behaviour to fit the changing environment.  

It explains further on a leader’s ability to 

prepare for a VUCA (volatility, uncertainty, 

complexity, and ambiguity) world that 

enables people in an organisation to shift their 

mindset and supporting skills from “I know 

change is coming, but I can’t really see the 

potential changes that might impact our 

organisation” to “I see change coming and 

am prepared and already doing something 

about it26.” According to Kit Yarrow, author of 

Decoding the New Consumer Mind, “Our 

brains have adapted to a new digital world, 

and we’re neurologically different as a 

result… we think faster, multi-task better, have 

less tolerance for ambiguity, less patience 

and shorter attention spans.”  

Research also found that the process and 

effectiveness of decision making in agile 
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development is critical yet poorly 

understood27. Daniel Kahneman, in his book 

titled Thinking, Fast and Slow, explained the 

two systems that drive the way we think and 

make decisions. System 1 is based on intuition, 

speed, intuitive, and emotion, while System 2 

is focused on reasoning, deliberation, and 

logic. However, majority of decision-making 

happens in the subconscious System 1. At a 

time when the public sector is under 

unprecedented pressure to better perform in 

a constrained environment, these insights in 

putting psychology to work in the digital 

government is one that no public-sector 

leader should ignore. 

With the digital technology and platforms that 

offers tremendous innovative products and 

services in public sector, the way forward 

could be on how the government as well as 

public service leaders must become agile 

enough and be more responsive to citizens’ 

changing needs. This creates positive 

implications, particularly on public perception 

towards public administration. In terms of 

public service culture, being risk averse, 

ensuring ability to take wider and greater 

responsibility to make decisions quickly, 

dealing with high level outcomes rather than 

clearly and rigid defined requirements, as well 

as inclusive engagement, remains key 

challenges to overcome for agility to work in 

Government. 

In digital leadership, public service leaders 

need to be well equipped with both digital 

quotient and emotional agility in operating in 

an uncertain and complex environment. In 

the digital world, decision making and 

innovation, effective leaders work in fast 

learning cycles. Above all, based on 

literatures scanned it is clearly elaborated that 

organisational agility and emotional agility 

are becoming more critical in the digital era. 

  

                                                 
27 Drury, M., Conboy, K. and Power, K. (2011) Decision Making in Agile Development: A focus group study of decisions and obstacles. 

Accessed 14 October 2016. 

http://www.agilemethod.csie.ncu.edu.tw/agileMethod/download/2011papers/2011%20Decision%20Making%20in%20Agile%20Develo

pment/paper_100502016.pdf 
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Article – Digital Risk: The Rise of Cyberattacks and its Implications for 
Malaysia 

By Umar Zainol  
 

Since the infamous Stuxnet1 attack on Iran’s 

nuclear power plant in 2010, cyberattacks are 

fast becoming a cause for concern in national 

security. Its discovery was a turning point in 

modern warfare, especially in showcasing the 

extent of damage cyberattacks could 

potentially have on a nation’s infrastructure. In 

the case of Stuxnet, the inherent nature of its 

virus was to specifically target Programmable 

Logic Controllers (PLCs) within the nuclear 

facility, which led to the disruption and 

eventual destruction of centrifuges tasked to 

separate nuclear material.  

While Stuxnet was directly focused on the 

demolition of Iran’s nuclear facility, other 

forms of cyberattacks are subtler in causing 

damage particularly with regards to a 

nation’s credibility. In response to the release 

of “The Dictator” (a 2014 American satirical 

film centred on a scathing depiction of North 

Korea’s Kim Jong-Un), North Korea was widely 

believed to have launched a cyber-attack on 

Sony Pictures where a large amount of 

confidential data was leaked. During the 2016 

United States presidential election, Russia was 

accused of leaking incriminating 

                                                 
1 In 2010, a highly sophisticated computer virus was discovered in Belarus. This virus, widely known as Stuxnet, was revealed to be 

responsible for the destruction of alleged nuclear power plants in Iran in the same year. In the process, it affected other computer 

systems worldwide. A comprehensive look at the Stuxnet virus can be found on: http://spectrum.ieee.org/telecom/security/the-real-

story-of-stuxnet 

communications within the Democratic 

National Party, which led to a number of high-

profile resignations including its chairperson 

Deborah Wasserman-Schultz. Arguably, this 

leak was instrumental in securing the 

nomination of Donald Trump. 

The scope of damage may vary in each case, 

but the crucial aspect here is how these 

attacks differ from conventional espionage 

operations. Firstly, cyberattacks may not 

require a single conventional soldier to 

administer. Secondly, cyber-attacks take full 

advantage of the anonymity of the Internet, 

thus rendering it nearly impossible to trace its 

source. Even to this day, details of the Stuxnet 

attack are highly classified and there are only 

speculations on who or what nation-state was 

responsible for it. Thirdly, cyberattacks 

sponsored by nation states introduce new 

levels of technological sophistication that 

poses new challenges to cyber defence 

agencies. 

It is these three elements, coupled with the 

potential damages of viruses that should 

alarm governments.  For starters, questions on 
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the efficacy of national cyber defence arise: 

Are countries equipped to face this emerging 

threat, and what are the relevant 

agencies/ministries tasked to oversee 

cybersecurity?  

In the case of the United States, Barack 

Obama2 showed his commitment to cyber 

defence, where he stressed the need for 

“companies running [US] critical infrastructure 

[to] meet basic, common sense cybersecurity 

standards, just as they already meet other 

security requirements”. This later manifested 

itself in the Cybersecurity Act 2012 which 

appointed the US Department of Homeland 

Security to assess and mitigate cybersecurity 

risks. Furthermore, the US has also established 

the US Cyber Command to work alongside 

with the National Security Agency to provide 

relevant policies related to cyberspace 

security.  

For Malaysia, the responsibility of national 

cybersecurity falls under CyberSecurity 

Malaysia, an agency formed under the 

Ministry of Science, Technology and 

Innovation (MoSTI). In 2016, Defense Minister 

Hishammuddin Hussein lauded Malaysia’s 

advancements in cybersecurity by 

proclaiming it as “among the top countries in 

                                                 
2 Obama, Barack. "Taking the Cyberattack Threat Seriously." The Wall Street Journal. Dow Jones & Company, 19 July 2012. Web. 24 Feb. 

2017. <https://www.wsj.com/articles/SB10000872396390444330904577535492693044650>. 
3 Parameswaran, Prashanth. "Malaysia's Cyber Defense: One of ASEAN's Best?" The Diplomat. The Diplomat, 26 Oct. 2016. Web. 24 Feb. 

2017. <http://thediplomat.com/2016/10/malaysias-cyber-defense-one-of-aseans-best/>. 

[the ASEAN] region which is up to speed in 

terms of cyber defense”3. However, the 

minister added that the cyber defense system 

is only 90 percent complete after three years 

of work. With the unlimited potential state-

developed worms and viruses pose, a 10 

percent gap should be closed immediately as 

it still leaves a risk too big for national security 

to consider.  

The second issue that arises is the response to 

cyberattacks, particularly those coming from 

outside the country. Even if the attacker had 

been determined without a doubt, what 

then? What is the appropriate reaction by 

governments should it be found that a foreign 

country was responsible for a data breach? 

Even worse, does a cyberattack aimed at 

dismantling our national institutions and/or 

infrastructure constitute as an act of war?  

The answer to these questions is a short and 

humbling one: nobody really knows for sure. 

The US government to this day has yet to 

define policies surrounding cyberwarfare 

despite years of discussions and being at the 

receiving end of multiple cyberattacks. During 

its 2016 Summit, NATO agreed to recognise 

cyberspace as a ‘Domain of Warfare’. The 

implication is an important one; a 
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cyberattack aimed at NATO countries could 

trigger an Article 5 response, though its details 

remain shrouded (Article 5 declares that an 

attack against one NATO member is 

considered an attack against all NATO 

members)4. For Ukraine, these questions must 

be answered immediately. In December 2015, 

Ukraine was the first nation to be hit with a 

power outage caused by a cyberattack, and 

again in December 2016 which amounted to 

a loss of about one-fifth of Kiev’s power 

consumption at that time of night. In response, 

President Petro Poroshenko issued a 

statement accusing Russia, stating “The 

investigation of a number of incidents 

indicated the complicity directly or indirectly 

of Russian security services”5. However, 

Russia’s denial of these claims complicates 

any stern diplomatic response. 

The digital world is slowly revealing its double-

edged nature. Indeed, as technology 

becomes more ubiquitous, thus lending itself 

to an increase in connectivity, innovation, 

and development for many nations, it also 

opens up vulnerabilities for hacking and 

sabotage. It is imperative for Malaysia to 

follow the emerging global developments in 

cybersecurity as its dependency in 

technology increases. Leaders must identify 

key competencies required in its respective 

organisations to address this issue. In this case, 

a more digitally-savvy culture could help 

mitigate the threats posed by new forms of 

cyberattacks. Additionally, appropriate 

ministries and agencies should improve 

collaboration with the intent of knowledge 

sharing. While the roles of Cybersecurity 

Malaysia and MoSTI are relevant in this 

situation, enforcement remains under the 

Royal Malaysia Police or even the National 

Security Council. These partnerships may 

open new avenues to explore under the 

government’s National Blue Ocean Strategy 

initiative. Finally, policymakers must develop 

appropriate responses, especially in the 

Ministry of Defence and the Ministry of Foreign 

Affairs, to highlight Malaysia’s stance on 

cyberattacks on the international stage. 

Given Malaysia’s advancements in cyber 

defence, it could very well be a pioneer in 

devising new policies for other nations to 

follow. 

 
 

                                                 
4 Bunkall, Alistair. "NATO 'not Agile Enough' to Stop Russian Hacking." Sky News. Sky News, 17 Feb. 2017. Web. 24 Feb. 2017. 

<http://news.sky.com/story/fallon-nato-failing-to-stop-russian-cyber-attacks-10771630> 

5 "Ukraine Power Cut 'was Cyber-attack'." BBC News. BBC, 11 Jan. 2017. Web. 24 Feb. 2017. <http://www.bbc.com/news/technology-

38573074>. 
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Article – The Art and Science of Nudging 

By Kh airiah  Mokh taru ddin  

“Wink, wink, nudge, nudge” was popularised 

in the 1970s through the British sketch, Monty 

Python. In the sketch, the comedian winks 

before elbowing the sides of another person 

in conversation – essentially ‘nudging’ as the 

words “nudge, nudge” are uttered. These 

verbal and physical expressions take place 

when one wants to share something sly or 

emphasise a comment in jest. Approximately 

40 years later the term ‘nudge’ takes another 

dimension altogether, even to the extent of 

the establishment of a unit within the British 

Cabinet that has the task of influencing public 

behaviour. 

The goal of public policy is to shape and 

regulate behaviour, done through legislation, 

regulation, incentives, and information 

dissemination. Intervention in policymaking 

requires making assumptions about human 

behaviour, specifically what encourages or 

deters certain behaviour. This is often derived 

from the traditional decision-making 

approach that correlates with behavioural 

economics, where individuals weigh their 

choices based on information that is readily 

available. New findings are now fast shifting 

the assumption that decisions are thoroughly 
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made through individual rationality and timely 

deliberation based on available information.  

Psychologists have long speculated that there 

are two distinct systems operating in the brain 

– the reflective and the automatic1. Recent 

findings are further authenticating these 

predictions. The reflective and the automatic 

systems have their own capabilities and 

purposes. It is important to note that while 

these two systems are separate, in practice, 

both processes integrate seamlessly to govern 

human behaviour.  

The reflective mind offers systematic and 

deeper analysis but has limited capacity to 

process when time is a constraint. The 

automatic mind, on the other hand, processes 

many things simultaneously, often separately 

and done subconsciously. Due to this, the 

automatic system habitually takes shortcuts 

and utilises biases based on social and cultural 

exposures. Therefore, social cognition and 

cultural perspectives are important 

influencers in decision-making. This may be 

the answer as to why humans, believed to be 

rational and having common sense, can 
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sometimes make irrational decisions, and 

choose seemingly impractical options2.  

How then can we apply nudging to policy 

intervention? Nudge theory draws from 

human nature and psychology, but questions 

judgements and decisions made under the 

assumption of rationality (reflective system). 

Instead, it believes that some decisions are 

made automatically and subconsciously – 

utilising the automatic system3. Proponents of 

this theory in policy application believes that 

problems can be addressed by improving 

how choices are presented, essentially 

persuading the automatic and subconscious 

system to select the desired option.  

In an example, when a hotel displayed a sign 

in the guest room that asked people to reuse 

their bath towels to save the environment, 

35.1% did so4. However, when the sign used 

social norms by saying that most guests at the 

hotel recycled their towels at least once 

during their stay, the percentage grew to 

44.1%. The percentage increased to almost 

50% when the sign said that most previous 

occupants of the room in which the guest was 

staying had reused towels at some point 

during their stay. Framing the message and 

highlighting social norms resulted in significant 
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change in behaviour. It confirms that people 

tend to do what those around them are 

already doing.  

In United Kingdom (UK), nudging has 

progressed to the extent of having what is 

officially known as the Behavioural Insights 

Team, but unofficially referred to as ‘The 

Nudge Unit’. Initially set up as a unit within the 

UK Cabinet Office in 2010, it is now a limited 

company – owned by the UK government 

and Nesta (a registered leading innovation 

charity in the UK). Its very foundation still 

anchors heavily on applying behavioural 

sciences, ensuring that choices presented by 

policymakers must acknowledge the human 

cognition and aspects of psychology. 

Policymakers and multilateral organisations 

who have been involved in policy 

interventions and providing 

recommendations are now acknowledging 

this further. For instance, the World Banks’ 

World Development Report 2015: Mind, 

Society, and Behaviour5, highlights three 

principles of human decision-making that 

affects behaviour; – thinking automatically; 

thinking socially; and thinking with mental 

models.  
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The World Bank report concurred previous 

findings that people often receive more 

information than they can process, and 

managing information can pose some 

challenge in decision-making. In response, 

mental shortcuts are utilised much of the time. 

Therefore, adjusting what information is 

provided and how it is presented can help 

people make better decisions, essentially 

aiding the process of thinking automatically.  

The second principle is based on the idea that 

human beings are influenced by preference, 

networks, identities, and norms that are 

inherently social in nature. Therefore, social 

networks and social norms that shape 

behaviours can serve as means of innovative 

interventions. Thirdly, mental models are 

derived from social interactions and social 

beliefs and practices. These mental models 

heavily influence individual perceptions and 

interpretations. Therefore, policies that 

provide opportunities for an alternative 

understanding of the world – a change in 

basic assumptions can expand the existing 

mental models, thus allowing opportunities to 

weigh unconventional choices.  

What relevance is this insight to the Malaysian 

context? Plenty. Issues such as crime and 

antisocial behaviour; environmental 

sustainability; and healthcare pose serious 

problems for the government, problems that 

are further compounded in this period of 

shrinking resources and fiscal constraints. 

Therefore, efforts to encourage or deter 

certain behaviour must be innovative, 

resource-effective.  It is important for 

policymakers to understand how different 

systems are utilised by people, incorporating 

the social and cultural contexts, and how 

these affect their actions. An enlightened 

outlook on human decision-making processes 

can steer policy actions into manageable 

and economical yet successful outcomes.  

As with any approach in policymaking, there 

are bound to be points of contention. Of the 

more obvious and controversial aspect of this 

approach is the ethical one, where it can be 

argued that the approach has roots in 

paternalism – influencing individual choices 

through intervention and manipulation. 

Proponents of this approach, however, 

believe that the state has the responsibility of 

intervening when necessary to ensure that the 

choices made will lead to positive outcomes. 

For instance, placing healthy food at an eye 

level on store shelves to influence more 

people to select those healthier options that 

can lead to improved public health.  

There is, however, the danger of designing 

‘one size fits all’ solutions. We cannot ignore 

the contextual aspects of behavioural 

change. What worked in one area may not 
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be successful in another. Detractors of this 

approach have also questioned its 

sustainability – whether changed behaviours 

will last or are they mere ‘quick wins’, or worse, 

with negative implications eventually.  

The approach also requires rigorous testing 

and experimentation and this may incur some 

cost and take time. However, its proponents 

argue that the cost is minimal if compared to 

amending or recovering from a failed 

traditional policy intervention. Most 

importantly, nudging is simply an additional 

repertoire to the existing policy tools such as 

regulation and access to information. Its 

application could aid in changing behaviour, 

but sometimes this is not enough. A 

government may be able to encourage 

healthy eating practices by nudging towards 

eating five portions of fruit a day or using less 

fat, but it cannot ignore the need to address 

barriers such as the lack of supply of fresh, 

nutritious, and affordable food.  

In Monty Python, the comedian’s verbal and 

physical gestures served to subtly steer the 

conversation to his own thoughts. Similarly, the 

nudge approach is a powerful one if 

implemented well enough that it can 

influence the public to make better choices. 

Small but smart policy changes grounded in 

behavioural insights can make a difference.

 
Book Recommendation – Matchmakers: The New Economics of Multisided 
Platforms by David S. Evans and Richard Schmalensee 

By Kh airiah  Mokh taru ddin  
 

It’s difficult to pinpoint 

exactly when the first 

multisided platform 

began, but it is likely to 

have stemmed from the 

barter system when 

there was a growing 

need to have a 

common place where 

people could come and find their respective 

trading partner. Two millennia ago in Athens, 

the city-state operated a multisided platform 

that allowed people to trade around the 

Mediterranean. The platform further evolved 

into another designated place nearer to the 

docks where lenders could connect with 

each other to conduct business, traders could 

exchange merchandises, enter deals with 

ship-owners, and creditors could lend money 

and provide insurance. Closer to home, we 

have the maritime trading activities in the 

Malay Archipelago centuries ago where 

spices, languages, and intercultural marriages 

permeated the scene. 
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Since then, multisided platforms have evolved 

with the advent of technology and the 

volume of information. By definition, 

multisided platform is a service, product, or 

technology that allows two or more 

participants or customer groups to have 

direct interactions. In 2015, three out of five of 

the most valuable companies in the world – 

Google, Microsoft, and Apple, have used this 

business model. Despite this, multisided 

platforms remain one of the toughest business 

model to execute correctly and Evans and 

Schmalensee who have done pioneering 

research on the new economics of multisided 

platforms, outlines how these matchmakers 

work best in practice, the benefits of 

multisided platforms, and its impact to both 

conventional single-sided businesses and 

multisided platforms. 

The book attempts to cover the relevant 

aspects of multisided platforms in three parts. 

The first provides an overview of the new 

economics of multisided platforms by showing 

how modern technologies have propelled this 

business model with its ancient roots. Part 2 

covers key concepts which matchmakers 

must deal with in building, igniting, and 

operating their businesses. The final part 

covers how multisided platforms are creating 

new opportunities, destroying old industries, 

and forcing existing businesses to reinvent 

themselves to survive. The authors shared that 

the distinguishing difference between 

multisided platforms with regular businesses is 

that multisided platforms focuses on selling a 

group of participants the access to another 

group of participants, not merely products or 

services. This differentiation is key in making 

basic business principles outdated, such as 

never selling services or products at less than 

its cost – a code that no conventional business 

would attempt. At most instances, it is more 

profitable to subsidise one group of customers 

to be part of the platform and making more 

money by charging another group for the 

access to the platform.  

A critical point in this book is how new 

technologies are being used to make an old 

business model work better and add more 

value in a new environment. An example used 

was how Uber began its ridesharing platform 

by starting local, building up critical mass in 

targeted geographic markets, and eventually 

expanding itself. This was no different to how 

Diners Club did it in the 1950s. The 

differentiation lies in information and 

communication technology utilised but the 

same old strategy was used to get customers 

on board. Thus, there are some lessons in this 

book that is applicable to the public service, 

especially on how to ensure information and 

communication technology can be 

leveraged strategically to address issues of 

service delivery efficiency and effectiveness. 
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Some of the challenges faced by multisided 

platforms are no more complex than what the 

public service faces such as getting the 

stakeholders on board in any policy direction 

that is being implemented. The need to 

balance reaction from stakeholder groups, 

with either minute concrete information or 

vast disorganised data are also another 

problem faced by public service and 

multisided platforms alike.  

Another crucial aspect of this book is that it 

leaves policymakers with some points to 

ponder on the surge of multisided platforms 

and the types of audience it attracts. 

Malaysia saw how Uber disrupted the public 

transportation industry’s status quo and how 

Airbnb posed challenges to both the 

hospitality industry and customer’s safety and 

legal rights. What kind of interactions are 

being encouraged on the platform? What 

kind of rules or standards of governing should 

it have and would it affect the ability of value 

creation? Should governments regulate 

multisided platforms, or would it render the 

innovation obsolete with intervention? Before 

attempting to answer the abovementioned 

questions, an understanding of what this 

innovative matchmaking industry and its 

trends are offering through this book provides 

a fine starting point.   

 

Matchmakers is published by Harvard Business Review Press and can be purchased from Kinokuniya Kuala 

Lumpur (RM176.75) and MPH Bookstore (RM176.90). 
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